NHO®OPMALIMOHHAS TIAMSTKA
JUISI OBYYAIOINXCS

C KaXIAbIM TOAOM MOJIOACKH B HMHTCPHCTC CTAHOBUTLHCA 60J'II>IIIC, a
MKOJbHUKKM OJHH M3 CaMbIX AKTHBHBIX MOJIb30BaTENCH PYHGTa. MC)KIIy TCM,
IIOMHMO OI'POMHOI'0 KOJIMYCCTBA BO3MO}KHOCTCﬁ, HHTCPHCT HCCCT H HpO6JICMI>I.
OTta namsaTkKa JOJIDKHA ITIOMOYb Tebe Oe30macHo HaxoOUuTBCA B CCTH.

KoMmnbroTepHblie BUPYChI

KoMmbroTepHslid BUPYC - 3TO Pa3HOBHIHOCTH KOMIIBIOTEPHBIX IpPOrpamw,
OTIMYUTEIHHON OCOOEHHOCTBIO KOTOPOU SIBISIETCS CLIOCOOHOCTH K Pa3MHOXKEHHIO.
B nonosiHeHHE K 3TOMY, BUPYChl MOT'YT MOBPEIUTh WM MOJHOCTHIO YHUYTOXHUTH
Bce (haiiyIbl U JaHHBIE, TOJKOHTPOJIbHBIE TIOJB30BATENI0, OT UMEHU KOTOPOTOo Obliia
3amyllleHa 3apa)K€HHas MporpaMMa, a TaKKe MOBPEIUTh WIH AK€ YHUUTOXKUTH
OIEPAIOHHYIO CUCTEMY CO BceMH (aiizamu B 1eJoM. B OOJIBLIIMHCTBE CilyyaceB
PacpoCTPaHAIOTCS BUPYChI UEPE3 UHTEPHET.

MeToabl 3a1IUTHI OT BPEAOHOCHBIX IIPOrPaMM:

1. Hcnone3y#i COBpPEMEHHBIE OIEPAMOHHBIE CHCTEMBI, HMEIOIINE
CEPbE3HBII YPOBEHB 3alIUTHI OT BPELOHOCHBIX IIPOIPAMM,;

2. llocrossHHO YycTaHaBiaMBail nautu (UKM(pOBBIE 3aIUIATKH, KOTOpPbHIE
aBTOMATUYECKH YCTAHABJIMBAIOTCA C LEIbI0 JOPAOOTKM MPOrpamMMbl) U ApPyTHE
OOHOBJICHHSI CBOE€H omnepalMOHHOW cuctembl. CkauuMBaili UX TOJBKO C
opummanbHoro caira paszpadborunka OC. Eciaum CyliecTByeT  pekuMm
aBTOMATUYECKOTr0 OOHOBJIEHUS, BKIIIOUH €T0;

3. Pabotaii Ha cBOeM KOMIIBIOTEpPE IOJA NpaBaMH IOJb30BATENs, a HE
aIMUHUCTpATOpa. OTO HE IMO3BOJUT OOJBIIMHCTBY BPEJOHOCHBIX MPOrpaMMm
WHCTAJUIAPOBATHCS HA TBOEM NIEPCOHATIBHOM KOMIIBIOTEPE;

4. Hcrnons3yil aHTHBUPYCHBIE IPOTPaMMHBIE MPOAYKTBI H3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATHYECKUM OOHOBJICHHEM 0a3;

5. Orpanuupb puU3NUECKHU JOCTYH K KOMIBIOTEPY ISl HOCTOPOHHMX JIULL;

6. Mcnonp3yil BHEUIHUE HOCUTENM MH(OpMALMM, TaKue Kak (iemka, IucK
WK (paiia U3 UHTEPHETA, TOJILKO U3 MPOBEPEHHBIX HCTOUHUKOB;

7. He oTkpbIBali KOMIBIOTEpHBIE (Dailyibl, MOJYyYCHHBIC W3 HEHAICKHBIX
UCTOYHUKOB. Jlaxke Te Qailnbl, KOTOpble MpUcaid TBOM 3HAKOMbIN. Jlyumie yTounu
y HEro, OTIIPaBJIsI JIU OH TeOe uX.

Cetu WI-FI

Wi-Fi - 310 He B niepeaun JaHHBIX, HE TEXHOJIOTHS, a BCEro JIUIIb OPEHI,
mapka. Eme B 1991 rony HuaepiaHjckass KOMIIAHUSI 3aperucTpupoBajna OpeH]I
"WECA", urto o6o3naugano cnoBocoueranue "Wireless Fidelity", kortopprii
MEePEBOAUTCS Kak "OecpoBOAHAS TOYHOCTH'.

Jlo Hamero BpeMeHH JIoIuIa apyras abbpeBuarypa, KoTopas sSBISICTCS TaKOU
e TexHosoruei. Ito abbpeBuarypa "Wi-Fi". Takoe Ha3zBaHume OBLIO NaHO C
HAMEKOM Ha CTaHJapT BbICIIeH 3BykoBoW TexHukud Hi-Fi, uto B mepeBone
O3HayaeT ""BbICOKAsi TOUHOCTH'.



Jla, OecriyaTHBIM MHTEPHET-AOCTYN B Kade, OTeIsIX U adporopTax sSBISETCS
OTJIMYHOM BO3MOKHOCTBIO BbIXOJla B MHTEpHET. HO MHOrMe 3KcnepThl CUHUTAIOT,
gT0 obmeaoctynHbsie Wi-Fi ceTu He sBsitoTcs 6€30macHbIMU.

CoBeTbl 10 6€30MaCHOCTH PAdOTHI B 001IeOCTYNMHBIX ceTsax Wi-fi:

1. He nmepenaBaii CBOIO JIMUHYIO HHpOPMAIIHIO Yepe3 oomienoctynubie Wi-Fi
ceTu. PaboTast B HUX, )KeJlaTeIbHO HE BBOJAUTH MAPOJHU JTOCTYIIA, JIOTUHBI U KaKue-
TO HOMEpa;

2. Ucnonb3yit 1 0OHOBJISIT aHTUBUPYCHBIE MPOTrpaMMbl U OpanaMayep. Tem
caMbIM ThI 00€30MacuIllb ce0s OT 3aKaYKHU BUPYyca Ha TBOE YCTPOUCTRBO;

3. Ilpu wucnonb3oBanuu Wi-Fi oTtkmoun ¢ynkuuo "OOmui goctym K
daiinam m mpuntepam". JlaHHas GyHKIOHS 3aKphiTa MO yMOJYaHUIO, OIHAKO
HEKOTOPBIE MOJIH30BATEIN aKTUBUPYIOT €€ IS yI00CTBA UCIIOIh30BaHUS B paboTe
WM ydeoe;

4. He wucnonws3yit nyOmuunbii WI-FI nma mepegaum JuUYHBIX JaHHBIX,
HaIMpUMeED JIJIS BBIXOJa B COLIMAIIBHBIE CETH WX B AJIEKTPOHHYIO MOYTY;

5. Mcnonb3y#t TOJIbKO 3amuiineHHoe coeaunenue uepe3 HTTPS, a ne HTTP,
T.€. Mpu Habope BeO-aapeca BBoau UMeHHO "https://";

6. B moOunsHOM Tenedone otkmoun (yHkiuio "TlogkmoueHune k Wi-Fi
aBromatudecku". He momyckail aBTOMaTH4YeCKOTO MOAKIIOYEHUSI YCTPOMCTBA K
cetsim Wi-Fi 6e3 TBoero cormnacusi.

CouunajbHble ceTH

CounasibHbI€ CETU aKTUBHO BXOJIAT B HAIIly KU3Hb, MHOTHE JIIOU pabOTaIOT
U JKUBYT TaM IMOCTOSIHHO, a B Facebook yike 3apeructpupoBan Musinapa 4ejioBek,
YTO SIBJISICTCSI OJHOM CeAbMOM BCEX JKUTEIIEH ILIaHEeThl. MHOTHE IT0JIb30BaTEIIN HE
MOHUMAIOT, YTO WH(OpMalMs, pa3MelleHHass UMU B COIIMAIBHBIX CETAX, MOXKET
ObITh HalJeHAa W MCIOJIb30BaHa KEM YTOJHO, B TOM YHCJI€ HE 0053aTeNbHO C
OJlaruMu HAMEPEHUSIMU.

OcHOBHBIE COBETHI M0 0€30MACHOCTH B CONMAJIBHBIX CeTSX:

1. Orpanuyb cOUCOK Jpy3ei. Y TeOs B JPY3bsSX HE JOKHO OBITh
CIIy4alHBIX U HE3HAKOMBIX JIFOJEH;

2. 3ammiaid CBOIO YacTHYIO u3Hb. He ykaspiBail maposu, TenedoHsI,
aapeca, JaTy TBOEro POXICHUS H  JIPYryl0 JMYHYIO  HHGOPMAIIHIO.
3JI0YMBIIIUICHHUKH MOTYT UCIIOJB30BaTh Jaxe MHPOPMAIIUIO O TOM, KaK Thl U TBOU
POJUTENH TUIAHUPYETE MPOBECTH KAHUKYJIBI;

3. 3amuinail CBOIO pemyTaluio - JACpKU €€ B YUCTOTE W 3ajaBail cede
BOIIPOC: XOTeN ObI ThI, YTOOBI IPyrue MOJIb30BATEIN BUICIH, YTO Thl 3arpyxKaeiib?
[Toxymaii, mpexie 4eM 4To-TO OMyOJIMKOBATh, HAITUCATh U 3aTPy3UTh;

4. Ecia Thl TOBOPHULIB C JIFOABMH, KOTOPBIX HE 3HAEUIb, HE UCIOJIb3YH CBOE
peasibHOE MMS U JPYTYIO JUYHYI0 WH(OPMAITUU: UMSI, MECTO JKUTEIHCTBA, MECTO
yueObl U TIpoUee;

5. U3berait pazmemenus ororpaduii B IHTepHETE, T/I€ THI M300paXkeH Ha
MECTHOCTH, 110 KOTOPO MOKHO OMPEAEIUTH TBOE MECTOIOIOKEHUE;



6. Ilpm peructpari B COIHMAIBHONH CETH HEOOXOIWMO HCIOJIB30BATh
CJIO’KHBIE MApOJIU, COCTOsIIME U3 OYKB U IIU(P U C KOJUYECTBOM 3HAKOB HE MEHEE
8;

7. Jns  conuanbHOW CETH, TMOYTBI W JAPYrHX CaWTOB HEOOXOJIUMO
HCIIOJI30BaTh pa3HbIe Mapoiau. Toraa eciau Te0s B3JIOMAlOT, TO 3JI0YMBIIIJIEHHUKA
MoJydaT AOCTYH TOJIBKO K OJJTHOMY MECTY, a HE BO BCE Cpasy.

JIEKTPOHHbIE JeHbIH

DJNEeKTpOHHBIE JEHBIU - 3TO OYEHb YAOOHBIA Croco0 MaTeXxed, OJHAKO
CYILLECTBYIOT MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU JEHBIH.

DNEeKTPOHHBIE IEHbI'M MOSIBUIIMCH COBCEM HEJJABHO U UMEHHO M3-3a 3TOr0 BO
MHOTHX T'OCYAapCTBax J0 CUX MOp HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccun xe oHM (QYHKIIMOHHPYIOT U O HUX YK€ MPOMUCAHO B 3aKOHE, TJIe
UX pa3AeisIlOT Ha HECKOJIbKO BUIOB - aHOHMMHBIE U HE aHOHMMHbIC. Pa3Huna B
TOM, YTO @HOHMMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcs NpoBOIUTE onepauuu 0e3
UACHTU(UKAIIMY TIOJb30BATENISA, @ B HCAHOHUMHBIX UJACHTU(PHUKALUS [10JIb30BATENS
SBIISIETCS 00A3aTEIBHOM.

Taxxe crnenyer pasnuyaTh JJIEKTPOHHBbIE (HUATHBIE JEHBIU (PaBHBI
rOCy/IlapCTBEHHBIM BaJlOTaM) M 3JEKTPOHHbIE He(UaTHbIE JIEHBIU (HE pPaBHbI
rOCy/1IapCTBEHHBIM BAIIOTaM).

OcHOBHBIE COBETHI 10 0€30MACHOM padoTe € JJIEKTPOHHBIMM JeHbIAMH:

1. IlpuBsku K cyeTy MOOWIBHBIA Tene@oH. DTO caMblil yAOOHBIA H
OBICTpBI CMOCOO BOCCTAHOBUTH JOCTYNl K cueTy. IlpuBsizannsiii TenedoH
MIOMOJKET, €ciau 3a0ylellb CBOW IUIATEXHBIM Mapoib WIM 3aijellb Ha CalT C
HE3HAKOMOT'O YCTPOMCTBA;

2. Hcnone3yil omHopa3oBble maponu. [locnme mepexoga Ha YCHIEHHYIO
aBTOpHU3alLlMI0 TeOe yXe He OyJIeT yrpokaTh ONacHOCTh KPaKu WJIM TepexBara
IUIATEKHOTO MapOJIs;

3. Boibepu cnoxubiii mapons. [IpectynmHukam OyneTr HE MPOCTO yrajaarh
CJIOXHBIA naposb. HanexHsle maponu - 3T0 napoju, KOTOPBIE COEPkKAT HE MEHEE
8 3HAKOB W BKIIOYAIOT B CE€OS CTPOUHBIE U TPOIMHUCHBIE OYKBBI, HUGPH U
HECKOJIbKO CMBOJIOB, TaKM€ KaK 3HaK JoJuiapa, GyHTa, BOCKJIMIATENbHbIN 3HaK U
T.11. Harmpumep, $tROng!;;

4. He BBOIM CBOM JINYHBIE JAHHBIE HA CAUTax, KOTOPBIM HE JIOBEPSCILIb.

JJIeKTPOHHAA MOYTa

DJIEKTPOHHAS MOYTA - 3TO TEXHOJIOTHSI U MPEAOCTABIISIEMBIEC €10 YCIYTH 10
MePEChUIKE U MOJYYCHUIO IJIEKTPOHHBIX COOOIEHHH, KOTOPBIE paclpeestoTcs B
KOMIMBIOTEpHOU ceTh. OOBIYHO AJIEKTPOHHBIM TMOYTOBBIA SIIIUK  BBITJISIUAT
CJIEIYIONTUM 00pa3oM: UMsI_TOJIb30BaTENsA(@WHUMS_JToMeHa. Takke Kpome mepeaadn
MPOCTOTO TEKCTA, UMEETCS BO3MOXKHOCTh TIEpe1aBaTh (pailiibl.

OcHOBHBIE COBETHI 0 0€30MaCHO# padoTe C JIEKTPOHHOM MOYTOM:

1. Hago BeIOpaTh mNpaBWIIbHBIA TMOYTOBBIA CepBUC. B uHTEpHETE ecTh
OTPOMHBIN BBIOOP OECTIATHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JIYUIIIE€ IOBEPSThH TEM,
KOTI'0 3HACIIb U KTO MEPBBIN B PEUTUHTE;



2. He yka3biBaii B TMYHOM mouTe Tu4Hyto uHpopmanuio. Hanpumep, myurie
BBIOpaTh "My3bIKaNIbHBIN (paHaT@" nu "pok2013" BmecTo "Temal3";

3. Hcnonp3yid ABYX3TANHYK ABTOPHU3ALMIO. JTO KOrJa MOMHUMO MapOJs
HY>KHO BBOJUTH KOJI, TPUChUIaeMBbIil 0 SMS;

4. BeiOepu CIOXKHBIN Maposib. st KaXa0ro MOYTOBOIO SIIKKA T0KEH OBbITh
CBOM HAJICKHBIN, YCTOMYHUBBIN K B3JIOMY apOJIb;

5. Eciu ectp BO3MOXHOCTH HANMCaTb CaMOMY CBOM JIMYHBIM BOIIPOC,
WCIIOJIb3YH 3TY BO3MOXHOCTb;

6. Hcrnonb3yil HECKOJBKO IOYTOBBIX AIIMKOB. IlepBbIil s YacTHOM
MEPEIUCKU C aipecaTamMu, KOTOPHIM Thl JOBEpsiClb. JTO AJIEKTPOHHBIN ajpec He
HAJI0 UCTIOIH30BATh MPU PETUCTPAIMHN Ha OopyMaxX U CalTax;

7. He oTkpbiBaii (haiiipl U Apyrue BIOKEHHUS B MUChMax, JakKe €CIU OHH
HNPUIUIM OT TBOUX Jpy3el. Jlyuine yTouHU y HHMX, OTIPABIISUIM JIU OHU TeOe 3TH
(baiisr;

8. Tlocne okoHuaHusi paOOThl HA MOYTOBOM CEpPBUCE TMEpell 3aKPhITHEM
BKJIQJIKU C CAUTOM He 3a0y1b HaxkaTh Ha "BeiidTh".

Ku0epOyiimHr wiim BUPTyaibHOE H3/1€BaTEIbCTBO

KubepOymuar -  mpeciieqoBaHUE  COOONICHUSIMHU,  COJIEp KAIUMHU
OCKOpOJIeHuS, arpeccuio, 3aIyTUBaHUE; XYJIUTaHCTBO; COIIMAIbHOE
OOMKOTHUPOBAHHKE C IOMOIIBIO PA3TUYHBIX HHTEPHET-CEPBUCOB.

OcHoOBHBIE COBETHI 10 00pHOE ¢ KHOEPOYJIIIMHIOM:

1. He Opocaiics B 60#. Jlydmuii cnmoco6: mocoBeToBaThCsA Kak ceOsl BECTH U,
€CJIM HET TOro, K KOMy MOXHO OOpaTUThCS, TO BHA4aje YCIOKOUThCA. Ecim Tbl
HayHEIIb OTBEYATh OCKOPOJEHUSIMU Ha OCKOPOJICHHUS, TO TOJIBKO emie OoJibliie
pa30AOKeIb KOH(IIHKT;

2. Yupapnsii cBoel kubeppemyTaiueii;

3. AHoHnuMHOCTh B ceTu MHUMas. CylllecTBYIOT CHOCOOBI BBISICHUTH, KTO
CTOMUT 32 aHOHUMHBIM aKKayHTOM;

4. He crouT BecTH XyJUraHCKuW oOpa3 BUPTyaJbHOUW >ku3HU. WHTepHeT
(buKCUpyeT BCe TBOM JEHUCTBHS W COXpaHSIET UX. YJIUTh UX OyIeT KpaitHe
3aTPYJHUTEIIBHO;

5. Cobmro1ait CBOIO BUPTYAJIbHYIO Y€CTh CMOJIOY;

6. WrHopupyil eauHuuHbli HeratuB. OJHOpPA30BbIE OCKOPOUTEILHBIE
cooOlleHusl Jydiie urHopupoBaTb. OOBIYHO arpeccust NpeKpamiaercs Ha
HavaJIbHOM CTaJuu;

7. ban arpeccopa. B mporpamMax oOMeHa MTHOBEHHBIMU COOOIICHUSIMU, B
COITMATILHBIX CETAX €CTh BO3MOXKHOCTh OJIOKUPOBKH OTIIPABKH COOOIIEHUN C
OTPEIETICHHBIX a/IPECOB;

8. Eciu ThI cBUneTens kubepOysummara. TBOU NEWCTBUS: BHICTYIIUTH MPOTHB
npecieaoBaTens, MOoKa3aTh €My, YTO €ro JEWCTBUS OLEHUBAIOTCS HEraTUBHO,
MO/JIEPKaTh KEPTBY, KOTOPOM HYKHA TICMXOJOTHYECKas TOMOIb, COOOIIUTH
B3pOCIBIM O (haKTe arpecCUBHOTO TTOBEICHHS B CETH.



MooOniabHbIH TesedoH

CoBpeMeHHbIe CMapT(POHBI U TIJIAHIIETHI COJIEPKaT B ce0e BIIOJIHE B3POCIbIiA
GyHKUHMOHAT, W Temepb OHU MOTYT KOHKYpUPOBaTh CO CTallMOHAPHBIMU
KoMIlbtoTepamMu. OJHAKO, CPEACTB 3aIIUTHI JIs1 TOJJOOHBIX YCTPOUCTB MIOKA OYEHB
Mano. TecTHpoBaHME H TIOMCK YSI3BUMOCTEd B HHUX IMPOUCXOJIUT HE TaK
MHTEHCUBHO, Kak s [1K, To sxe camoe kacaeTcsi 1 MOOMIIBHBIX TPUIIOKEHUH.

CoBpeMeHHbIE MOOWJIbHBIE Opay3epbl YK€ MNPaKTUYECKU JIOTHAIU
HACTOJIbHBIE aHAJOTH, OJHAKO pacHupeHue (yHKIMOHANa BIeYeT 3a coOoM
OOJIBIIYIO CJI0)KHOCTh M MEHBIIYIO 3aIUIIEHHOCTb.

Jlaneko He BCe MPOM3BOAMTENN BBIMYCKAIOT OOHOBICHHS, 3aKPBIBAIOIINE
KPUTUYECKUE YSI3BUMOCTH ISl CBOMX YCTPOWCTB.

OcHoBHBIE COBeTBI 151 0€30IACHOCTH MOOMJIBHOIO TeJie)oHA:

Hudero ne sBnsercs mo-HacTosimeMy OecruiaTHbIM. Byns octopokeH, Beab
Korjia Tebe mpeayiaratoT OecIyIaTHBIM KOHTEHT, B HEM MOTYT ObITh CKPBITHI Kakue-
TO IJIATHBIE YCITYTH;

Hymaii, mpexe uem oTnpaBuTh SMS, Goto wim Bugeo. Tl TOUHO 3HACIID,
r7ie OHU OyyT B KOHEYHOM UTOTE?

Heo0xoa1umMo 0OHOBIIATH ONEPALIMOHHYIO CUCTEMY TBOETO cMapT(hOHa;

Hcrnonb3yilt aHTUBUPYCHBIE TIPOTPAMMBI JUIsI MOOUJIBHBIX TEIE(POHOB;

He 3arpyxaii npuiaoXeHusi OT HEM3BECTHOTO MCTOYHUKA, BEAb OHU MOTYT
coJiep>KaTh BPEIOHOCHOE MTPOTrpaMMHOE 00ECIICUEHHE;

[locne Toro Kak Thl BBIMAELIb C CaidTa, I/1€ BBOAMWII JUYHYIO HH(POPMAILIHIO,
3aiiin B HACTPOIKkK Opay3epa u yaaiu cookies;

[Tepuoauuecku npoBepsii, Kakue IMIATHBIE YCIYTH aKTUBUPOBAHBI HA TBOEM
HOMEpE;

JlaBaii cBOil HOMEp MOOUJIBHOTO TeleOHa TOJBKO JIOJASAM, KOTOPBIX ThI
3HaEllb U KOMY JOBEpPSEIIb;

Bluetooth nmomken ObITH BBIKIIOYEH, KOTJa Thl UM HE MOJb3yembcs. He
3a0bIBail MHOTIa IPOBEPSTH ITO.

Online urpsi

CoBpeMeHHbIE  OHJIAMH-UTPBI - 93TO Kpaco4yHbIE, 3aXBaThIBAIOILNE
pa3BieUeHUsl, OOBbEINHSAIONIME COTHH ThICSU 4YEJOBEK MO BceMy mupy. Urpoku
UCCIIEIYIOT JaHHBIM UM MHp, OOMIAIOTCS APYT C APYTOM, BBIOJHSIOT 33JaHUSA,
CPaKaIOTCS C MOHCTPAMHM W TIOJY4YalOT OMNBIT. 3a YAOBOJBCTBUE OHM IUJIATST:
MOKYMNAaroT JUCK, OTUIAYMBAIOT A0OHEMEHT WJIM MPUOOPETAIOT KAKUE-TO OILIMH.

Bce a1y cpeacTBa MAYT HA MOAJEPKAHUE U PA3BUTHE UIPBI, & TAKXKE HA cCaMy
0€30MacHOCTh: COBEPILICHCTBYIOTCSI CUCTEMbl aBTOPU3AIMH, BBIITYCKAIOTCS HOBBIE
naT4yu (LU@poBbIe 3aIIaTKU ISl IPOTPAaMM), 3aKPbIBAIOTCS YA3BUMOCTH CEPBEPOB.

B mogoGHBIX urpax CTOMT oOmnacaTbCsi HE CTOJBKO CBOMX COIEPHHUKOB,
CKOJIBKO Kpa)XXM TBOErO Mapojs, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPHU3AINU
OOJBIITMHCTBA UTP.

OcHoBHbBIE COBETHI 10 0€30MACHOCTH TBOEI0 UTPOBOI0 AKKAYHTA:

1. Ecnmu npyroit urpok BeaeT ceds TIOXO WM CO3/aeT TeOe HEeMPHUsSTHOCTH,
3a0JIOKUPYH €ro B CHUCKE UTPOKOB;



2. Iloxanyiicss aAMHUHUCTpATOpaM UIPbl Ha IUJIOXOE€ IOBEAECHHE 3TOIrO
UTPOKa, )KEJIATENBHO MPUIIOKUTh KaKUE-TO JO0Ka3aTEIbCTBA B BUJE CKPUHOB;

3. He yka3piBail muuHy0 HH(OOpPMAIIHUIO B podaiisie Urphl;

4. YBaxaii Ipyrux y4aCTHUKOB IO UTPE;

5. He ycranapnuBaii HeopuimaabHble TATYU U MOJIBI,

6. Mcnosib3yii CIIOKHBIE U Pa3HbIE MTAPOJIH;

7. Jaxe BO BpeMsl WUIpbl HE CTOUT OTKIOYaTh aHTUBHUpYyC. [loka TbI
UTPacIlib, TBOM KOMIIBIOTEP MOTYT 3apa3HTh.

OUIIMHT WM KPa)ka JUYHBIX JTaHHbIX

OOBIYHOM Kpakel JeHer W JOKYMEHTOB CETOMHS YK€ HUKOTO HE YIWBHIIb,
HO C Pa3BUTHEM WHTEPHET-TEXHOJOTUH 3JIO0YMBIILICHHUKH TEPEMECTUIIUCh B
WHTEPHET, U MPOJIOJKAIOT 3aHUMATHCA " THOOUMBIM" IETOM.

Tak mosiBuiach HOBas yrposa: MHTEPHET-MOIICHHUYECTBA WM (DUILIUHT,
rJIaBHas 1eJdb KOTOPOrO COCTOMT B TMOJYYEHUU KOH(PUACHIMAIBHBIX JaHHBIX
MOJIb30BaTENICH - JIOTMHOB U maposiei. Ha anrnmiickom si3pike phishing yurtaercs
kak ¢ummHr (ot fishing - peiOHas 0B, PASSWOrd - mapoJis).

OcHoBHBIE cOBeTHI 0 00pBHOE ¢ PUINMHTOM:

1. Cnenau 3a cBOMM akkayHTOM. Eciii Thl 1moj03peBaciib, 4TO TBOS aHKETa
Oblla  B3JIOMaHa, TO HeOOXoAMMO  3a0JIOKUpOBaTH €€ W COOOIIMTH
aJIMUHHUCTPATOpaM pecypca 00 3TOM KaK MOKHO CKOPEE;

2. Ucnonw3yii 6e30macHbIe B€O-CaliThl, B TOM YKCJI€, HHTEPHET-Mara3uHoB U
MTOMICKOBBIX CHCTEM;

3. HUcnonw3y#l crnokHblie M pasHble naponu. Takum oOpasom, eciu TeOs
B3JIOMAIOT, TO 3JIOYMBINIUICHHUKHA TOJYYaT JOCTYI TOJBKO K OJHOMY TBOEMY
npod U0 B CETH, a HE KO BCEM;

4. Ecnu TeOs B3IOMaiM, TO HEOOXOAMMO TMPEAYyNpeauTh BCEX CBOUX
3HAKOMBIX, KOTOpbIE J0OABJIEHbl y T€OsI B APY3bsiX, O TOM, UYTO T€Os B3JIIOMAIH H,
BO3MOYKHO, OT TBOETO UMEHH OYJIET PacChlIaThCs ClIaM M CChUIKU Ha (PUIITMHTOBBIE
CalThI;

5. YcranoBu HaaexHbid napois (PIN) Ha MoOmIbHBIN TenedoH;

6. OTKIIIOUM cCOXpaHeHue mapoJsi B Opaysepe;

7. He oTkpbiBail (aityibl U Apyrue BIOXKEHHsS] B MUChMax, JaXe €CId OHU
MPUILIA OT TBOWX Apy3el. Jlydie yTouHW y HUX, OTIPABISIIM JIM OHH TeOE ATH
(baibl.

Hu¢posas penyrauus

[udporas pernyrainus - 3TO HEraTUBHAsI WIM MO3UTHBHAs WHGOpMaLus B
cetu 0 Tebe. Kommpomerupyromas wuHbopmaius, pa3MelleHHas B HUHTEpHETE,
MOET CEePBhE3HBIM 00Pa30M OTPA3UTHCA Ha TBOEH peanbHOU )xu3HH. "lludposas
penytanus" - 3T0 TBOW UMUK, KOTOPBIM (popmupyercs u3 nndopmaiuu o Tede B
UHTEpHETE.

TBoe MecTo KUTEIbCTBA, Yy4eObl, TBOE (PUHAHCOBOE TIOJOXKECHHUE,
OCOOEHHOCTH XapaKkTepa M paccKas3bl O OJIM3KUX - BCE ITO HAKAIUIMBACTCS B CETH.



MHorue mOAPOCTKH JETKOMBICICHHO OTHOCATCA K MyONMKAaIMHM JUYHOM
uHpopmaiuu B MHTEepHETE, HE MOHMMAsT BO3MOXKHBIX MociencTBuil. Tol naxe He
CMOJKEIIb JOTaaThCsi 0 TOM, 4TO (pororpadus, pa3zMelleHHas S5 JeT Ha3aj, craja
MPUYUHON OTKAa3a MPUHATH T€OS HA paloTy.

KommenTapuu, pazmenienue TBoux ¢otorpaguii u gpyrue IeUCTBUS MOTYT
HE MCYE3HYTh Ja)Xe IOCJe TOro, Kak Thl MX yJajdullb. bl HE 3HACIIb, KTO
coXpaHWwi 3Ty wuHPOpMAIMIO, ToMajga JU OHAa B IIOMCKOBBIE CHCTEMBI H
COXpaHWJIach JU OHA, a TJABHOE: YTO MOIYyMarOT O TeOe OKpY’Kalolue JIO/IH,
KOTOpbIE HAaWAYT M yBUAAT 3T0. Haiitu nHopmManmio MHOTO JIET CILyCTSI CMOKET
JTr000H - Kak U3 T0OpBIX MOOYKIECHUH, TaK U C HAMEPEHHUEM MIPUYUHUTE Bpea. ITO
MOKET OBITh KTO YTOJTHO.

OcHOBHBIE COBETHI 110 3aIUTe HUPPOBOI penyTAlMu:

1. ITogymaii, mpexzae yeM 4yTo-TO MyOJMKOBATh U IEpeNaBaTh y ceds B OJiore
WM B COLIMANILHOM CeTH;

2. B nHactpoiikax mpoQuis yCTaHOBH OTpaHHYEHUS HAa MPOCMOTP TBOETO
pouII U €ro COACP>KUMOTO, CACINIAl ero TONIbKO "ist npy3ei’;

3. He pasmemaii u He ykas3plBail MHpOpMAIIHIO, KOTOPast MOXKET KOro-Indo
OCKOPOJIATH WK OOMKATh.

ABTOpPCKOE IPaBo

CoBpeMEHHbIE IIKOJBbHUKH - AaKTUBHBIE [OJB30BATENM  LU(PPOBOroO
npocTpancTBa. ONHAKO JajJeKo HE BCE 3HAIOT, YTO IOJIB30BAHWME MHOTUMU
BO3MOXHOCTSIMM ~ LHM(poBOro  Mupa TpeOyeT  CcOONOAEeHHMs  TpaB  Ha
WHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepmuH "uHTENIEKTyaldbHasT COOCTBEHHOCTH" OTHOCUTCA K pPa3IUYHBIM
TBOPEHUSIM YEJIOBEYECKOIO0 YMa, HAuyMHasi C HOBBIX HM300pETEHHU U 3HAKOB,
0003HAYaIOIIUX COOCTBEHHOCTh Ha MPOIYKThl U YCIYTH, M 3aKaHUMBas KHUTAMH,
dboTorpadpusiMu, KHHODUIEMaMH U MY3bIKAJIbHBIMU TTPOU3BEICHUSIMU.

ABTOpCKHE TpaBa - 3TO MpaBa HA MHTEJUIEKTYaJbHYIO COOCTBEHHOCTh Ha
IIPOU3BEICHUS HAYKH, JINTEPATypPbl U UCKYCCTBA. ABTOPCKME NPaBa BBICTYIAIOT B
KayecTBE TapaHTUU TOTO, YTO WHTEUIEKTYyaJIbHBIN/TBOPUYECKUI TpyJ aBTOpa HE
OyAeT HampacHbIM, JacT €My CIIpaBeJJIMBbIE BO3MOXHOCTH 3apadoTaTh Ha
pe3yiabTaTax CBOETO TPYyJAa, MOJIYYUTh H3BECTHOCTh W Mpu3HaHue. Hukro 06e3
pa3pelIeHuss aBTOpa HE  MOXET BOCIPOM3BOJWTH €r0  NPOU3BEICHMUE,
pacnpocTpaHsiTh, NYOJIWYHO JEMOHCTPUPOBATh, MPOJABATh, WMIIOPTHUPOBATH,
MyCKaTh B MPOKAT, IMyOJMYHO UCHOJIHATH, MMOKA3bIBATH/UCIIONHATH B 3(Upe WU
pasmemats B MHTEpHETE.

Hcnonbs3oBanne "muparckoro" MOpOrpaMMHOTO  OOECHEYEHHS]  MOMKET
IPUBECTH K MHOTMM pHCKaMm: OT MOTepH JAHHBIX K TBOMM aKKayHTaM 0
OJIOKUPOBKHM TBOETO YCTPOMCTBa, I/le YCTAaHOBIIEHA HeJerajgbHas mporpamma. He
CTOUT TaKXke 3a0bIBaTh, UTO CYIIECTBYIOT JIeTaJlbHble U O€CIUIaTHbIE MPOTrPaMMBbl,
KOTOpBIE MOKHO HAUTHU B CETH.



O noprane
CereBrn4OK.p( - TBOMU IJIaBHBIA COBETYMK B CETH. 3[1€Ch Thl MOXKEIIb y3HATh
0 0€30MACHOCTH B CETU MOHATHBIM U JOCTYIIHBIM SI3bIKOM, a P BO3HUKHOBEHUU
KPUTHUYECKON CUTyallUH OOpAaTUTHCSA 3a COBETOM. A TaKKe NPUHATh Y4acTHUE B
KOHKYpCax U CTaTh CAMbIM IIU(PPOBBIM IPaskJaHUHOM !



